Gesne aBbBe
N b,

and

£

Pl Fand
Universidade Nova de Lisboa
Escola Nactonal de Saiide Piublica

Configuracao do acesso a rede wireless EDUROAM
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Objetivo: Descrever os procedimentos para a tarefa de configuragdo do acesso a rede wireless
EDUROAM em Windows 7

Pré-requisitos: Sistema Operativo Windows 7
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1 Introducao

Este documento tem como objetivo explicar todo o processo de configuragdo do acesso a rede wireless
EDUROAM em ambiente Windows 7.
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2 Configuragao

Para configurar o acesso a rede wireless EDUROAM devera seguir os seguintes passos:

e Carregue no network icon (no canto inferior direito) na toolbar para ter acesso ao Network and

Sharing Center

Currently connected to:

|"b ENSP.local

3 Internet access

Dial-up and VPN

Escela Nacional de Saude Publica

Wireless Metwork Connection

eduroam

eduroam-guest

Open Network and Sharing Center

¥ o
op ~ PT o [ [#40 ¢

e Carregue em Setup a New Connection or Network

|-
X b Control Panel » All Control Panel ltems b Network and Sharing Center v | ¢ ||| Seorch Control Panet o
Control Panel Home : : 7 . = L
View your basic network information and set up connections
Manage wireless networks &L- \;’1 0 See full map
o2 0c sdapler iy USER-PC ENSP.ocal Internet
Change advanced sharing (This computer)
settings
View your active networks Connect or disconnect
L i ENSP.local Accesstype: Intemet
= Work network Connections: [ Local Area Connection
Change your nebworking settings
Tk Set up 2 new connection or netwark
e St up 3 wireless, broadband, dial-upeas#c, or VPN connection: of set up a router or access point.
Ci Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connectien,
Cheose homegroup and sharing options
Access files and printers located on other netwerk computers, or change sharing settings.
Seealso
R [ Troubleshoot problems
e Dizgnose and repair network problems, or get troubleshosting information.
Internet Options.
Windows Firewall
ENSP — Escola Nacional de Saude Publica
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e Carregue em Manually create a network profile

:‘_-j’Sel: Up a Connection or Network 10l =l

£ .
k) @ Set Up a Connection or Network

Choose a connection option

% Connect to the Internet
Set up awireless, broadband, or dial-up connection to the Internet,

Uy Setup a new network
a2, Configure a new router or access point,

| Connectto a workplace
i.' Set up a dial-up or VPN connection to your workplace,

= Setup adial-up connection
'ﬁé Connect to the Internet using a dial-up connection,

=l

coc |

® |Insira os valores: Network name: eduroam; Security type: WPA2-Enterprise; Encryption type:
aes

=] & =]

@ ElfF‘ Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: edurcam

Security type: [WPAZ-Enterpri se "]

Encryption type: ’AES v]

Security Key: Hide characters

Start this connection automatically

[] Connect even if the network is not broadcasting
Warning: If you select this option, your cemputer's privacy might be at risk,
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e Carregue em Change Connection Settings

_ﬁ!_ Manually connect to a wireless network

) .
U @ Manually connect to a wireless network
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S [ |

Succ

essfully added eduroam

<» Change connection settings
(Open the connection properties so that 1 can change the settings.

Close

* No tab Security clique

em Settings

e duroam Wireless Network Properties

Connection  Security |

Securky bype:

fipaz-entermriz=__d|
=

Encryphion Eype: IAES

Choose a network suthentication method:

[Microsoft: Protected EAP (PEAF) =] Settings |

' Remember my credentiats for this connechion each
time I'm logoed on

Advanced settings |
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e Verifique se suas configuragdes sao as mesmas da figura abaixo e carregue em Configure

Protected EAP Properties x|

‘When connecting:

I validate server certficate

™| Connect ko these sepvers:

Trusted Root Certification Authotities:

Trust Rook =
[ class 3 Public Primary Certification Autharity
D DigiCert High Assurance EY Rook €4

O Entrust.net Secure Server Certification Authority

[ Equifax Secure Certificate Authority

O slobalsign Roat Ca

[ 5o Daddy Class # Certification Authority

-
4| | B

™| b ot prompt user bo authorize new servers or, brusted
cerbification authoritizs,

Select Authentication Method:

ISecured password (EAP-MSCHAP v2)

ﬂ Configure... |

[+ Enable Fast Recannect
I Enfarce Metwork Access Pratection
™ Disconnect if server does not presert cryptobinding TLY

™ Enable Identity Privacy I
cost_|

e Verifique se o campo Automatically use my Windows logon name and password (and domain
if any) estd desseleccionado.
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Protected EAP Propertie:

EAP MSCHAP¥2 Properties 5'

YWhen connecting:

r #utomatically uze my Windows logon name and
ipazsword [and domain if any)

Cancel

o]

O DigiCert High Assurance EY Root C4

D Entrust.net Secure Server Certification Autharity
[0 Equifax Secure Certificate Autharity

O clobalsign koot Ca

O 5o Daddy Class 2 Certification Authoriby

-
< | E

™| B ot prompt user ko) authorize new servers or brusted
cerbification authorities,

Select authentication Method:

ISecured password (EAP-MSCHAP +2)

j Configure. .. |

¥ Enable East Reconnect
™ Erforce MNetwork Access Protection
™ Disconnect if server doss not present cryptobinding TLY

™ Enable Identity Privacy I
(o4 | Cancel |




e Volte ao ecrd anterior e carregue em Advanced Settings

eduroam Wireless Network Properties

" Connection  Security |

Security bype: IWPAZ-Enterprise

Encryption bype: IF\ES

Choose & network authentication method:
IMicrosoFt: Protected EAP (PEAP)

V' Remember my credentials for this connection each
time I'm logged on

Advanced settings

L Led

j Settings |

Ise

oK Cancel

Advanced settings

02, 1 settings |802.11 settings |

™| Delete credentials for, all users

—I Specify authentication modey ——————————

IUser ar computer authentication j Save credentials |

—1 Enable single sign on For this network

% Perform immediately before user lagon
£ Perform immediately after user [agon
IMaximunn delay (seconds):

¥ &l additional dislogs to be: displayed dutng sngle
E=le [pel]

I | This metwerk uses separate yitkual LS Far machine
and user authentication

(B

x|

® Faca OK e feche todos os ecras
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Verifique se suas configuracGes sdo as mesmas da figura abaixo retifique as configuragées
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e Carregue no network icon na toolbar para ter acesso as networks

Currently connected to:

|"h ENSP.local

A Internet access

Dial-up and VPN

Ezcola Macional de Saude Publica

Wireless Metwork Connection

eduroam M

edurcam-guest 1‘:“

Open Metwork and Sharing Center

1
05-07-2013

»
ktop [ R |-I" E.I'IL 'i:l i

® Insira o utilizador e password (o utilizador e password é igual ao seu endereco de e-mail;

exemplo: informatica@ensp.unl.pt)

Windows ri ¥

Metwork Authentication

Please enter user credentials

Y5 nsp.unl.pt

] ’ Cancel
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o A Eduroam devera ficar no estado Connected

Currently connected to:
|‘b ENSP.local

i Internet access
|‘b eduroam 2

M Internet access

Dial-up and VPN

Escola Nacional de 5aude Publica
Wireless Network Connection
eduroam Connected

edurcam-guest

Open Network and Sharing Center

2 - 18:48 |
Kt PT o e @, )
= B el 05-07-2013

e Execute o browser e verifique se consegue aceder a alguma pagina internet. Se sim, a
configuracdo esta concluida.

Nota:

Pode sempre aceder a configuracdo da Eduroam, carregando (com o botdo do lado direito do
rato) em cima de “eduroam” e de seguida em Properties

Currently connected to:

|‘h ENSP.local

N Internet access

Dial-up and VPN

Escola Nacional de Saude Publica

Wireless Metwork Connection

edurcam
5 Connect

eduroam-guest Properties

Open MNetwork and Sharing Center
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